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802.11 History F

e The 802.11 working group was established in 1990 by the IEEE
Executive Committee. Their goal was to create a wireless local area
network (WLAN) standard. The standard specified an operating
Iforeq(t:ljency in the 2.4GHz ISM (Industrial, Scientific, and Medical)

and.

e Seven years later (1997), the group approved IEEE 802.11 as the
world's first WLAN standard with data rates of 1 and 2 Mbps.

e In 1999 the working group approved two extensions to 802.11.

— 802.11a - U-NIl band - (Unlicensed National Information
Infrastructure) 5GHz.

— Operates at 54 Mbps (due to higher frequency)

— Only allow access to clients within 40 — 50 feet due to
power limits enforced by the FCC

— 802.11b - 2.4GHz ISM band
— Operates at 11 Mbps
— Allows client access up to well over 1000 feet
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802.11 History cont. 2

e The Whole Family

» 802.11a - 54 megabits per second (SSDS - Spread-
Spectrum Direct Sequence)

« 802.11b -11 megabits per second (SSDS - Spread-
Spectrum Direct Sequence)

» 802.11c - Specification to cover bridge operation with
IEEE 802.11 MAC'’s

¢ 802.11d - Amendment to 802.11 specification
regarding Telecommunication and information
exchange between two systems and Extensions to
operate in additional regulatory domains

« 802.11e - Expand support for applications with
Quality of Service requirements
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802.11 History cont. 2

¢ 802.11f - Recommended Practice for Inter Access
Point Protocol - (point to point roaming)

« 802.11g Standard for Higher Rate (20+ Mbps)
Extensions in the 2.4GHz Band

¢ 802.11h - Spectrum Managed 802.11a - European-

inspired additions to 802.11a. Requires devices to check
whether given frequencies are in use before transmitting.
(Dynamic Frequency Selection or DFS)

e 802.11i - Enhance the current 802.11 MAC to provide

improvements in security. Working to find a replacement
for WEP. Temporal Key Integrity Protocol (TKIP)

¢ 802.1X (not 802.11X) — Improving 802.11 security by -
Extensible Authentication Protocol over LANs
(EAPOL). Defines the way users authenticate
themselves to a wireless LAN.
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Wireless Basics

Wireless Basics
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Wireless Basics

¢ 802.11b - “WIiFi” networks are typically
implemented as either a standalone network
solution, or to extend the capabilities of an
existing wired network.

e The most common wireless configurations found
today are:

e Ad Hoc
o Infrastructure modes
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Wireless Basics cont.

POSSIBILITIES
Ad Hoc
e Also referred to as “Independent Basic Service
Set” (IBSS)

e Provides peer-to-peer communication links

between two or more wireless devices without the
use of an AP

e This is the default setting on most wireless cards
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Wireless Basics cont.

Ad Hoc - Peer-to-Peer Configuration

Wireless Laptop Computers
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Wireless Basics cont. DISCOVER the
B

Infrastructure
e Also known as “Basic Service Set” (BSS)

e Requires an Access Point and at least one
wireless client

e Connections are initiated with the proper Service
Set Identifier (SSID) - Shared secret manually
entered on the AP and each client (Not scalable)

e Sometimes Wired Equivalent Privacy (WEP)
encryption keys are also configured (Used about
30% of the time)
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Wireless Basics cont. DY SCOVER the
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Infrastructure mode or BSS configuration

.
o**
.
.
.

N\ L 3
ya \ " .*
[ ] ““
. “
Wireless Laptop Computer m“v oooo
** . .
oo Wireless Access Point
ov*

E‘\

ya N\

Wireless Laptop Computer

G Sl:\\ GSA Federal Technology Service
Smarter Solutions




802.11b Security Issues

Security Issues
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802.11b Security Issues e COVER i
B

Antenna Signal

e Walls and doors do not provide sufficient containment of the
wireless signal. An Access Point (AP) placed inside a typical
office can transmit a signal anywhere up to 1000+ feet.

« 300 feet in any direction will usually put you on a
road, in a neighboring office or parking lot.

e Vertical threats such as offices above and below
should also be taken into consideration when
selecting your AP’s location.

o Hackers will War-Drive at lunch looking for AP’s used
in conference rooms.
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802.11b Security Issues e COVER i
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Service Set Identifier - SSID

e Some users believe that by using a complicated
SSID an unauthorized user will have difficulty in
gaining access to their AP.

—SSID’s are passed in the clear, even when WEP
is enabled.

—It is a trivial matter to download free software
off the Internet “http://www.netstumbler.com”
designed to intercept SSID’s from a wireless
communication session.
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802.11b Security Issues

DISCOVER the
POSSIBILITIES
b A ool D Mame
@ 10601DFOE... Llcentys
@ 00045404, . linksys
@ 0002201B7... JPB Office
@ 0004EZ0EB... ‘WLAN
@ 004096409...  1201penn
@ 000220167... Davidson and Company
@ 00300100C... WLAN
O 0002A56FD.. WavelAN MNetwork
@ 000220405... |IEB
@ 000454270, linksys
O 0030ABOGY... ‘Wireless
@ 0001 24F0C... SpeedStream
@ 0030651E3... Apple Netwark 1e36e7
@ 0030651E5... KEMMNEDY:MAILROOM
@ 003065034, KENMEDY:SR-320
@ 00045ACER... COMWLAMN
@ 00409655F... NGAradio
@ 004096551, shwrinet?
@ 004096544, shwrfnet?
@ 0030AB121... mvaopnetl]
@ 003048126, mvopnet?
@ 0030AB128.. mvopnetd

GS

A
F

GSA Federal Technology Service

Smarter Solutions



802.11b Security Issues Disc

Access Control at the MAC (Media Access Control)

Computer A

IP Address

MAC

192.168.1.2

00-D0-59-AA-E0-C4

Computer B

IP Address 192.168.1.3

MAC | 00-D0-39-AD-E0-G4

00-D0-39-AD-E0-G4 = 192.168.1.3
00-C0-32-BB-S0-F9 = 192.168.1.1

Computer A APR table

=

Router |

192.168.1.1
00-C0-32-BB-S0-F9

ALLOW 00-D0-39-AD-E0-G4
DISALLOW 00-D0-59-AA-E0-C4

—
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802.11b Security Issues e COVER i
B

e Access Control at the MAC (Media Access Control)

e Most administrators feel that MAC layer filtering provides
adequate security by allowing clients with non-restricted
MAC addresses to connect to the wireless network.

e MAC addresses are passed in the clear
« MAC addresses can easily be changed:
— Linux with an “Ifconfig” command

— Windows via a Registry edit or changing setting
within the “Network Connections” utility for the
specific interface

— Configuration utility that comes with some
wireless cards

— Free software found on the Internet
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802.11b Security Issues e COVER i
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Wired Equivalent Privacy (WEP)

e WEP gives administrators a false sense of security.

e Even when WEP is properly configured and deployed on a wireless
network, it is still a trivial matter to break the encryption and gain
access to the AP.

o« WEP keys are static and configured manually (Not a
scaleable solution)

e WEP requires the same secret key be shared by all wireless
users within the cell

e Free software on the Internet is available that is used to
crack the encryption.

— http://sourceforge.net/projects/airsnort/
or
— http://airsnort.shmoo.com/
— http://www.dachb0Oden.com/projects/bsd-airtools.html
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802.11b Security Issues e COVER i
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User Network Access Controls

e One area that is commonly overlooked is the
ability to regulate internal network access.

— Most users have varying levels of access to
internal resources.

— All wireless users could potentially be entering
the network by the same wireless AP.
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802.11b Security Issues e COVER i
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Access Point (AP)

e Placing an AP on the inside of your network will
extend its access past any physical barriers or
controls.

— AP are small and only take a few minutes to
connect to your internal network

—The level of sophistication needed to install an
AP is low
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802.11b Security Issues e COVER i
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Denial of Service

e A user with malicious intent could configure a
client to bombard the AP with thousands of
connection requests eventually leading to the
complete shutdown of the targeted AP.

e RF noise generation — Arc Welder — homemade
jamming device

e Eventual saturation of RF devices — Bluetooth,
802.11b and g devices, etc.
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Countermeasures
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Countermeasures DYSCOVER the
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Antenna Signal — Countermeasures
e Proper selection of Antenna — Parabolic, etc.

o Attenuate the signal by reducing transmitter
power if possible

e Ground interior walls (If metal construction)

« Thermally Insulate exterior glass using
metallic window treatments

« Smart positioning of AP’s

e Lining closets housing the AP with
aluminum foil

o Use of metallic paints — Extreme
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Countermeasures DYSCOVER the
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SSID - Countermeasures

e Turn off SSID broadcasting at the AP if possible
(Not all AP vendors allow this)

e Understand that SSID’s provide “Zero” security

e Avoid using a SSID that gives away information
about your network. (“TaxNet1” or
“Kennedy:Mailroom”)
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Countermeasures DYSCOVER the
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MAC ACL - Countermeasures

e Do not depend on MAC layer filtering as your only
security solution for providing secure AP access

e Use Intrusion Detection Servers IDS to alert you
when an excessive number of unsolicited ARP
replies are detected on the network

e Use the tool, “arpwatch” HTTP://lwww-
nrg.ee.lbl.gov- This tool will provide E-mail
notification when IP to MAC bindings change.
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Countermeasures

WEP - Countermeasures

e Proprietary solutions offered by certain vendors
are all incorporating dynamic key management
into their products. (Cisco, Enterasys, AVAYA,
etc.) Be careful not to commit yourself to a single
vendor specific solution.

e Use IPSec VPN software

e EAP/802.1X Extensible Authentication Protocol
(EAP) to provide centralized authentication —
(RADIUS, etc.) and dynamic key distribution
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Countermeasures DYSCOVER the
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User Access Control - Countermeasure

e Use multiple AP’s to access different segments of
the network each with a unique SSID’s.

e Use a third party VPN solution to connect the
users to the appropriate network segment.

— This solution can be used through a single AP
for all users. Each user would be routed
internally to the appropriate VPN endpoint
within the corporate network.
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Countermeasures

Access Point (AP)

e Update your corporate policy to prohibit the
installation an AP without the approval of internal
security or the IT department

e Always place AP’s outside a firewall, inside a
DMZ, or within a sandbox network.

e Disable unused ports on the internal switches
until needed. (Especially in conference rooms.)

e Monitor any new MAC address’s on the internal
network that are discovered — “ArpWatch”
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Countermeasures DYSCOVER the
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DOS

Shield the perimeter of your building
e This will help in two ways:

—Help contain your wireless signal within a
defined perimeter

—Reduce the risk of outside RF interference
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Countermeasures DiSCOVER i
POSSIBILITIES
Putting it all together - 1P Protocol 30
- | UDP port 500
‘ WIDS
Wireless Laptop Computer  Wireless Access Point Firewall
With personal Firewall &
VPN Software I I WIDS &=
WEP IDS
MAC Filtering

Authentication VPN Gateway

Unique SSID
Server

(If Broadcasting is
not disabled)
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Hacking Wireless - Tools

Tools of the Trade




Hacking Wireless - Tools

Wireless Card and Antenna
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Hacking Wireless - Tools
OSSIBILITIES

War-Driving Software — Netstumbler — (Identifies: SSID, signal
strength, AP manufacture, GPS coordinates, etc.)

net stumbler d Internet Explorer I [=] 1]
Fle Edit View Favortes Tooks Help ‘” Fle ESt Vew Favortes Took Heb | &
Qe - © - ] 2] (] Dot g rovies @vesn €8] (2- 1 Que - D - [x] @ D Psewer Slormeees Brete @] (2- L @ -

o |ers » Adkiess [ ] hito:fawew e tstumbler com baton phy.

Adchess [] hitp:/www netstumbler.com

National Map

P Net Stumbler . com - Proudly Stumbling a Street Near You All Topics 7__‘
pame
(((( )))) etStumbler Usloads
= latabinse Query
. Jational Hap
METSTUMELER. GOHM
Home | About Us | Learn lorums
Please Register to be a member al
cariaads
bur ascoyes
rnk Mews
P Letter to NetStumbler Users. —_— &r Options
Main Menu Dear NetStumbler Users, L] Survey 2
Home Most Promising rnbers Lisg
NetStumbler Uploads Thank you for everything that you have done in support of NetStumbler and Netstumbler.com Wireless
* Database Query we would not be where we are without you! Technology? — S—
* National Map —inforraton
- MapPoint Converter We want to let vou know of some recant NetStumbler news. NetStumbler has been selected € s02.11a ou waekd Kca your
« Topics by PCMagazine as 3 finalist for their i3 award to be presented at the Networld+Interop show £ 80211b ""‘I;:';'g':;d“::;"u
* Forums in Las Vegas, NV on May 7th. is the only no ial software in the o 2o eriadl
web Links category for which we are nominated. This is proof that vou don't need to sell your software € 802119 e
~ Downloads to hawe an awesome product. As you know it is against our practice to place a price on the € Bluetooth ude the MAC
Your Account software. £ Homerr iress of the acces
* Submit News e that you wo
Due to the continual growth of the Netstumbler.com community and traffic to the site we ' Carrier Pigeons removed.
Other Options. would like to ensure that all visitors receive the best experience possible and in order to do © Other
this there are certain features and upgrades to Netstumber.com that we would liks to bring to
Members List you. However there are limitations to what we can provide without any outside support. We pr—
— are planning seme major site upgrades and updates and we would like to solicit your support.
Please note that this is for NetStumbler.com and this assistance will not contribute to the [ Besults | Polls ] feayveail
| development process nor the financial support of the actual NetStumbler software package. BAHATE
If you would like your Vetes: 5397 |
entry removed from We are planning the following upgrades: Comments: 5 = L
&l pore [T T [ meemes 4 [Eoe
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Hacking Wireless - Tools

War-Driving Software — AirSnort — (Use to crack WEP encryption)

a AirsSnort Homepage - Microsoft Internet Explorer - |EI|5|
File Edit View Favorites Tools Help | |','
e Back - e - lﬂ lg \-_;j ‘ f_j Search ‘}i\\'{ Favorites e Media {:‘3- | [_': - L:\; E - _J
Address I@ http:/fairsnort.shmao .com/ j EY co |L|nks €&

The Shmoo
.
@ @ AirSnort Homepage
7O
Group
News
+ 04/12/02 - Just released - Decrypt is a program to decrypt data packets in peap style capture files.

04/10/02 - The faq has been updated -
03/19/02 - New Patches available. See the new Ormoco info page. Also see the updated faq for answers to questions about monitor mode, promiscuous

mode, PF_NETLINK, and PE_PACKET.

+ 03/14/02 - patch-0.2.0-1 for Airsnort 2.0 posted. orinocoSniff ¢ updated to fix problems with SIOCTWFIRSTPRIV

03/07/02 - New Orinoco patch for pemeia-3.1.33/orinoco-0.09b

02/28/02 - AirSnort 2.0 released. Read about changes.

08/23/01 - Frequently Asked Questions we wrote in response to a bunch of our emails

08/20/01 - We got written up by Wired News.

Introduction

AirSnort is a wireless LAN (WLAN) tool which recovers encryvption kevs. AirSnort operates by passively monitoring transmissions, computing the encrvption key
when enough packets have been gathered.

802.11b, using the Wired Equivalent Protocol (WEP), is crippled with numerous security flaws. Most damning of these is the weakness described in " Weaknesses
in the Kev Scheduling Algorithm of RC4 " by Scott Fluhrer, Itsik Mantin and Adi Shamir. Adam Stubblefield was the first to implement this attack, but he has not
made his software public. AirSnort, along with WEPCrack, which was released about the same time as AirSnort, are the first publicly available implementaions of

this attack. o
|@ l_l_ ’_ 0 Internet v
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Hacking Wireless - Additional Tools picover i
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Sniffing Software — Ethereal — “Sniffing the glue that holds the
Internet together.”

/3 The Ethereal Network Analyzer - Microsoft Internet Explorer E -0 x| @ <capture> - Ethereal o [=] ]
n
Fle Edit Vew Favorites Tnnls. Hel.i : ~ | & File Edit Capture Display Tools Help |
@Eadﬂ - e - \ﬂ \E"‘ (al /,jSEErd’\ ..{ Favorites @Medua v@/’ | - Q% B - _J — 7. — — — — —
Address |Ejhtm:/fwww.amerea\.comf ECE ‘Lmks > MNo. . | Time Source Destination |F'mlm:n\ |\m’u |
= 0. 000000 00000000, 0004007821d6 00000000, TAFFFFFFFFTT IPX SAP General Response
= 0.001072 000000D0. 0D04007821d6 00000000, FEFFFFFFFFFT IPX SAP General Response
Search: options 0.002160 00000000, 0004007821d6 00000000, FAFFFFFFFFTT IPX SAP General Response
Ethereal 0.003253  0O0000DD. 0D04007821d6 00000000, FEFFFFFFT1 T IPX SAP General Response
Mimors: Australia Austia Italy Japan Sweden ]
4.383688 10.0.0.88 192.168.0.65 MEMNS rRefresh MB MEGABYTE <20
Stiffing the glue that holds the Inferet together 5.885651 10.0.0.86 152.168.0.65 NENS  Refresh NE MEGABYTE 20>
7.388023 10.0.0.86 1%2.168.0.63 NENZ Refresh NE MEGABYTE <033
i 8.830165 10.0.0.88 1%92.168.0.65 MENS rRefresh NE MEGABYTE <03>
R L 10.352328 10.0.0.86 152.168.0.65 NENS  Refresh NE MEGABYTE <035
Introduction Ethereal is a free network protocol analyzer for Unix and Windows. It allows you o examine data fom a live 1Ll Eeadn) 10.0.0.5 PR e EZE:Z?E No mEGASTTE e

Eeatures network or from a capture file on disk. You can interactively browse the capture data, viewing summary and detail e i oo i s

Screen Shots information for ea:hapa:lcat Ethereal has several powerful features, includ;p arich di.s lay ﬁltgar language and the 13 24. 898008 20.0.0.80 1oz.008.0.09 nens Refresh NE NEGABYTE 00-

Authors o ; P - powe d g play guags 14 16.4009838 10.0.0.86 192.168.0.65 MBNS refrash MB WORKGROUP <laex

Licensing ability to view the reconstructed stream of a TCP session. 15 17.00312% 10.0.0.86 162.168. 0,65 NENS refresh NE WORKGROUP <le>

16 19.4052%2 10.0.0.86 152.168.0.65 MENS Refresh NE WORKGROUP <les

Dowaload 17 20.907462 10.0.0.86 192.168.0.65 MBNS  Refresh NB COFERREL <03> /

Binary Packages . 3 |
Source Cods Aligtet
E— March 30, 2002 pestination: 00:d0:h7:85:65:18 (00:d0:b7:85:65:18)

Documentation Ethereal 0.9.3 has been released. This version fixes problems revealed by the PROTOS test suite that were Source: 00:d0:59:aaze0:cd (00:d0:i9:aazed:cd)

Users Guide uncovered after the 0.9 2 release. This release addresses all of the security advisories listed on the Ethereal Type: IP (0x08003 . .

Frequently Asked Questions web site. Internet Protocol, src Addr: 10.0.0.86 (10.0.0.86), DsT addr: 192.168.0.65 (192.168.0.65)

Manual pages = |
Ethersat | [ e —
Tethereal All users are encouraged to upgrade. 0000 00 d0 b7 85 65 18 00 d0 59 aa e0 c4 08 00 45 00 A
Editcap 0010 00 60 0B ab 00 00 80 11 6% a3 0a Q0 00 56 <O ag

AW . ) Error checking while reading various trace files was enhanced. Other improvements were made to the VMS 88%8 88 é% 88 gg 88 gf gg jg 20 :15: e?jé itsi jg 3(51 gg g% . LR e

ludes security advisories Y’ . ~ ~ il L e 45 46 45 48 45 42 45 ...,
TCPIPTRACE and lbpeaptepdump file reading code. The pit-from-core py utility also received 0040 43 46 43 46 45 45 46 43 41 43 41 43 41 43 41 43 CFIFEEFC ACACACAC
Resources improvements. 0050 41 43 41 43 41 43 41 00 00 20 00 01 <0 Oc 00 20  ACACACA. . .....

Mailing Lists 0080 00 01 00 04 53 e0 00 06 80 00 0a 00 00 5& ..., Lo

mes Support for SCCP XDMCP has been added Updated protocols include 80211, CGMP, COPS, DCE

Useful Links RPC, DEC spanning tree, DIAMETER, EAP, EAPOL, IEEE spanning tree, L2TP, LDP, M2PA, M3UA,

Press NETTOGON NFS NFS (931 RADITIS RARP RSVE SCCP SCST STP Slinay SAMR SMR I

& [T [ mener y

Filter. I j Reset IFiIe <capture> Drops: O
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Ettercap — HTTP://ettercap.sourceforge.net — Used in ARP Cache
Poisoning, Man-in-the-Middle attacks

- @gttercap .. — @ @0808MmMmmmm8 ¥ M — ‘

8 hosts in this LAN 192.168.8.38 : 255,355.2556.8) ———
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Hacking Wireless - The Attacks piccover i
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*

POSSI

~lgix
alftlx|
INeme  [on [vendor [Ty [W. TSN [Sn. [Woi TSN [uswude [Longhude [FumSe [
-1 Wireless Network Cor 2=l
General  Wireless Metworks I TR [ W R—— |
Wireless Network Properties ' e |
V¥ Use W -
vl Network name (SSID): |
To conr

— Wireless networlc ey (WEP)
This netwaork requires a key for the following:

[T Data encryption (WEF enabled)
- Prefemsc [T Network Authentication (Shared mode)

below: etk key: I
v . ] gee
. =T ]y =L |_i‘-.SCII characters j
Ade Kew length: I'ICi bits {13 characters) j
Leam ab Feyindes [adianced]: 0 =
configurz

¥ | The ke is provided|for me automatizally
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48 hosts in this LAN <19Z2.168.8.38 = 255.255.255.8) ——

Your IFP: 192 . 1GE . B.310 with MAC: BB:AB:24:4C:HA:F? on Iface? =th@
Host: Unknown host <192 168.8.7%) z 19:80:80:08:4C:26

GSA Federal Technology Service
Smarter Solutions




SOURCE: 192 16B.B.76 o
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Hacking Wireless - The Attacks Df;COVERthe
POSSIBILITIES

ARP Cache Attacks can also be launched against:

e Wireless Clients connected to the AP

e Wireless Clients and Wired Clients

e Wireless Home Users (Couch Networks)
e And may other combinations
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Solutions

Solutions
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Solutions

Holistic Approach

e Prevention
o Identification
o Response
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Solutions DISC(B)VER the

Prevention
o Create a completely separate wireless security policy
o Do a complete Site Survey before placement of AP’s

o Wireless networks should always be treated as un-trusted
and never placed behind corporate firewalls

o Use MAC layer filtering

o Be sure to change the SSID from the default value and
disable broadcasting if possible

o Use encryption, even WEP - (Low hanging fruit theory)
o Static IP’s vs DHCP

o Use third party software for additional security —
Authentication, VPN encryption

o Use personal Firewall software on your wireless clients
systems

o Install the latest security patches and firmware updates on
you wireless equipment
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Solutions DISC(B)VER the

Identification
e Deploy Wireless IDS sensors

o Identify your signal range — clients with
antennas can pick up you signal further
away than without one

e Periodically scan your facility for rouge
access points using the same software
covered today

e Check your internal logs for strange
anomalies concerning MAC addresses
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Solutions DISC(B)VER the

Response

« Have an adequate response plan in place to
deal with malicious activity

« Have the ability to log activity of a malicious
user to aid in prosecution

« The ability to control and reconfigure your
AP on the fly
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Questions?
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